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Objectives

Formulate Formulate ERM-focused strategies to move forward 
amid the COVID-19 pandemic

Explain Explain the function of an ERM program to navigate 
uncertainty

Review Review a Macro and Micro ERM analysis

Analyze Analyze the expansive impact of COVID-19 on 
healthcare organizations



Enterprise Risk Management (ERM) in healthcare promotes a 

comprehensive framework for making risk management decisions 

which maximize value protection and creation by managing risk 

and uncertainty and their connections to total value.  (ASHRM)

ERM facilitates a proactive standardized and efficient process to 

identify and manage risk across the organization.  

ERM Background

Risk 
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Risk 
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Pandemic Risk & ERM



• Mixed opinions

• Black swan—not on the radar

• Pandemic on the radar for 

decades

• Low probability but high 

catastrophic issue

• Black swan for many and is 

catastrophic

Black Swan Event?



ERM Instrumental in Preparedness 

ERM program already in place
*Management level risk committees

*Risk register already in place and stress scenarios

*Catastrophic crisis already considered 

Step 1:  Respond to Crisis

Step 2:  Rapid Impact Risk Assessments

Step 3:  Stabilize and Optimize

Step 4:  Evaluate Internal and External Operational Changes

Audrey Bauman, John Rogula, “Why ERM Plays an Instrumental Role During the COVID-19 Pandemic and 

Beyond,” https://www.ey.com/en_us/advisory/why-erm-plays-an-instrumental-role-during-the-covid-19-pandemic-

and-beyond

https://www.ey.com/en_us/advisory/why-erm-plays-an-instrumental-role-during-the-covid-19-pandemic-and-beyond


ERM Domains and Tools

Operational

Financial

Human 
Capital

Technology

Strategic

Legal/   
Regulatory



Risk Inventory-Example



Heat Map



• Employee illness/worker compensation

• Labor union (complaints and collaboration)

• Staffing shortages or gaps/resource optimization

• Furlough/Layoff/Temporary pay reductions/Mandatory 

time off

Human Capital Risk: This domain refers to an organization’s workforce.

This is an important issue in today’s tight labor and economic markets.

Included are risks associated with employee selection, retention, turnover,

staffing, absenteeism, on-the-job work-related injuries (workers’

compensation), work schedules and fatigue, productivity and

compensation. Human capital associated risks may cover recruitment,

retention, and termination of members of the medical and allied health

staff. (ASHRM)

Human Capital Risk



Human Capital-Risk Mitigation/Response

Preventing and 
managing 
employee illness

• PPE, testing 

• Re-
deployment/staffing/
cross functional 
teams

• 2nd surge predicted

• Lasting effects from 
COVID infection

1

Impact on 
employee families

• Sequester from 
families

2

Anxiety/fear/resili
ence

• Communication 
and involvement 
in plans

• Behavioral health 
resources/EAP

3



• Disaster Preparedness/Business Continuity Plan

• Reputational Risk

• Supply chain shortages

• Changing models for healthcare delivery

Operational Risk: The business of healthcare is the delivery of care that is

safe, timely, effective, efficient, and patient-centered within diverse

populations. Operational risks relate to those risks resulting from

inadequate or failed internal responses, people, or systems that affect

business operations. Included are risks related to adverse event

management, credentialing and staffing, documentation, chain of

command, and deviation from practice. (ASHRM)

Operational Risk



Operational Risk Mitigation/Response 

Supply chain risk  
assessment/mapping

Vendor management
Changing models for 
healthcare delivery



Supply chain risk mitigation 

strategies:

• Annual supply chain risk 

assessment/mapping

• Greater data transparency

• Greater flexibility 

Operational Risk:  Supply Chain



• Financial loss-investments, market decline

• Government stipends-unpredictable 

• Risk Financing/Insurance

Financial Risk: Decisions that affect the financial sustainability of the

organization, access to capital or external financing ratings through

business relationships or the timing and recognition of revenue and

expenses make up this domain. Risks might include costs associated with

malpractice litigation, insurance, capital structure, credit and interest rate

fluctuations, accounts receivable, billing and collection. (ASHRM)

Financial Risk



• Median hospital:  53.4 days cash on hand

• Median hospital:  49.2 days net accounts receivable

• Outpatient services revenue:

• 25th percentile:  49.9%

• 75the percentile:  76.9%

Financial Risk

Dhruv Khullar, et al., “COVID-19 and the Financial Health of US Hospitals,” JAMA Network, May 4, 2020, 

https://jamanetwork.com/journals/jama/fullarticle/2765698

https://jamanetwork.com/journals/jama/fullarticle/2765698


Finance Risk Mitigation/Response

Alternative future 
analysis/forecasting/

planning updates

Preserve cash Decrease overhead



Federal Liability 
Protections:  Safeguarding 
America’s Frontline 
Employees To Offer Work 
Opportunities Required to 
Kickstart the Economy 
(SAFE TO WORK) Act –
Coronavirus-related liability 
claims 

“Care that was 
impacted as a result of 

the coronavirus”

Risk Financing/Insurance



• Business continuity

• Telehealth/Virtual services

• Cyber risk

Technology Risk: This domain covers machines, hardware, equipment,

devices and tools, but can also include techniques, systems and methods

of organization. Healthcare has seen an explosion in the use of technology

for clinical diagnosis and treatment, training and education, information

storage and retrieval, and asset preservation. Examples also include Risk

Management Information Systems (RMIS), Electronic Health Records

(EHR) and Meaningful Use, social networking and cyber liability. (ASHRM)

Technology Risk



Telemedicine Mitigation/Response

Legal/Regulatory Compliance/billing Proper Patient 
Selection



• State Rules

• Monitor actions by the Governor, Medicaid Program, Medical 

Board and/or Department of Insurance

• Federal Rules

• Executive Order on Improving Rural and Telehealth Access

Telemedicine Mitigation:  Legal/Regulatory



Seven Component Framework:

• Conduct a risk assessment

• Understand laws and regulations

• Obtain and/or establish policies and procedures

• Educate

• Monitor compliance with laws, regulations, and 

policies

• Audit high risk areas

• Re-educate

Telemedicine Mitigation: Compliance/Billing

Glen Mueller, et al., “Performing a Compliance Risk Assessment for Compliance Auditing & Monitoring in 

Healthcare Organizations,” https://ahia.org/assets/Uploads/pdfUpload/WhitePapers/Article2Risk-

Assessment.pdf

https://ahia.org/assets/Uploads/pdfUpload/WhitePapers/Article2Risk-Assessment.pdf


• Proper patient selection

• Procedures to accommodate timely in-person visit 

• Audit medical records 

Telemedicine Mitigation: Missed/Delayed 
Diagnosis



• Real-time strategy adjustments

• Community management modeling

Strategic Risk: Risks associated with the focus and direction of the

organization. Because the rapid pace of change can create

unpredictability, risks included within strategic domain are associated with

brand, reputation, competition, failure to adapt to changing times, health

reform or customer priorities. Managed care relationships/partnerships,

conflict of interest, marketing and sales, media relations, mergers,

acquisitions, divestitures, joint ventures, affiliations and other business

arrangements, contract administration, and advertising are other areas

generally considered as potential strategic risks. (ASHRM)

Strategic Risk



Value-Added ERM Framework:  
Macro-Analysis



• ERM is integrated throughout the organization (e.g., 

operations, culture, structure)

• ERM success dependent on senior leaders 

establishing the tone and expectations

• Engage business leaders

• Ongoing communication and education critical

• Assign risk ownership and mitigation at the business 

unit level

Integration of ERM with Strategy

NC State Poole College of Management:  Enterprise Risk Management Initiative, Integration of ERM with Strategy, April 2016, 

https://erm.ncsu.edu/az/erm/i/chan/library/Integration_of_ERM_and_Strategy_Case_Study.pdf

https://erm.ncsu.edu/az/erm/i/chan/library/Integration_of_ERM_and_Strategy_Case_Study.pdf


• Risk condition:  Periodically evaluate whether changes in the 

environment or other factors have impacted the risk.

• Triggers:  A risk trigger is an indicator that signals that the risk 

event has occurred or is about to occur.  This provides 

information about level of reaction.

• Mitigation plan progress:  ensure that risk mitigation measures 

are ongoing and on target.  Revise plans as necessary. 

• Identify new risks:  The healthcare environment is constantly 

evolving.  Consider how new risks may arise from existing 

identified risks. 

• Validate results:  validate the effectiveness of the risk 

monitoring strategies through testing.  Update the residual risk 

score, as indicated. 

Monitor Risk Changes/Monitor 
ERM Program Effectiveness

Source:  https://www.mha-it.com/2017/11/monitoring-risk/

https://www.mha-it.com/2017/11/monitoring-risk/


• Human Capital Risk:

• Briefing between leadership and frontline staff members

• Communication flow

• Wellness provisions

• Operational Risk: 

• Lessons learned with critical suppliers

• Explore/invoke relevant contracts cost-related clauses

• Technology Risk:

• IT systems performance

• Update resiliency plans

Moving Forward:  Crisis Recovery

Marsh, “Coronavirus Resilience:  Preparing for and Responding to the Novel Coronavirus Update”



Thank you!


