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Objectives

— About ECRI and the Top 10 Hazards List
Discuss ECRI's purpose for producing the list each year, 
describing the scope of the report and reviewing 
ECRI's topic-selection criteria

— The 2021 List
Examine the 10 topics on this year’s list, discussing the risks 
associated with each hazard and reviewing the steps that 
healthcare organizations can take to minimize the risks 

— Behind the Scenes: Creating the List
Outline ECRI’s process for producing the list

— For More Information
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About ECRI and the Top 10 Hazards List

Who we are, why we produce Top 10 Health Technology Hazards list 
each year, and what the report includes
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Non-Profit Advancing Effective, Evidence-based Healthcare Globally

Patient Safety Organization

Infection Prevention

Healthcare Risk
Assessments & Management

Safe Medication Practices

Accident & Forensic Investigation

Aging Services Care Delivery

Clinical Evidence Assessments

Evidence-based
Practice Center

Emerging Technologies
Profiles & Forecasts

Genetic Test Assessments

Horizon Scanning

ECRI Guidelines Trust™

Capital, Supplies & Purchased
Services Decision Support

Healthcare Device
Evaluation & Alerts

Value Analysis Workflow

Cybersecurity

Medical Equipment Planning

Technology
Decision Support

Patient
Safety

Evidence-based
Medicine
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ECRI’s Medical Device Evaluation Program > 50 Years!

Independent Testing & 
Evaluation Lab

The only independent 
medical device testing 
and evaluation lab in
North America and

Asia Pacific

Technology
Decision Support

PROGRAM OBJECTIVES

To improve the effectiveness, safety, and economy of health services by:

• Providing independent, objective judgment for selecting, purchasing, 
managing, and using medical devices, equipment, and systems.

• Functioning as an information clearinghouse for hazards and 
deficiencies in medical devices.

• Encouraging the improvement of medical devices through an informed 
marketplace.
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Purpose of the Top 10 Health Technology Hazards List

— Motivation: Prevent harm by preventing hazards that have the clear potential to:

• Cause death or serious injury

• Adversely affect patient care

— Goal:

• Shine a light on health technology safety issues

◦ Persistent hazards / known events (e.g., problem reports)

◦ Emerging issues (e.g., identified during testing or investigations)

• Awareness  assurance: Create a tool healthcare professionals can use to:

◦ Set patient safety priorities

◦ Implement effective changes

— Key features:

• Predictive, not retrospective

• Step by step recommendations for action
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Topic Selection: Scope/Definition

Device or system faults, design features, or 
methods of use that might, under certain 
circumstances, place patients or users at risk.

Health technology hazards
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Topic Selection: Assessment Criteria

INSIDIOUSNESS

PROFILE

FREQUENCY

SEVERITY

BREADTH

ONE OR MORE APPLY

FOR ALL

 TECHNOLOGY FOCUS

 GENERIC

 PREVENTABLE!

Patient harm can be 
prevented if 
appropriate measures 
are taken
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The 2021 List

Top 10 Health Technology Hazards for 2021
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The Pandemic Year—Persevering through Challenging Times

— The 2021 list was developed in 2020 under the shadow of the COVID-19 pandemic

— Theme reflected in many of the topics:

• Contributing factors: Environment of unprecedented stresses, rapid technological change

• Recovery will require:

◦ Adapting traditional safety practices, and adopting new ones

◦ Using the innovations developed and the lessons learned along the way

— All the topics are new to ECRI's list / Not all topics will apply to all facilities

Moving from: 
Just trying to cope during 

an emergency

Moving toward: 
Building stronger and more 

resilient processes

9
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1 Complexity of Managing Medical Devices with 
COVID-19 Emergency Use Authorization 6

Hasty Deployment of UV Disinfection Devices 
Can Reduce Effectiveness and Increase 
Exposure Risks

2
Fatal Medication Errors Can Result When 
Drug Entry Fields Populate after Only a Few 
Letters

7
Vulnerabilities in Third-Party Software 
Components Present Cybersecurity 
Challenges

3 Rapid Adoption of Telehealth Technologies Can 
Leave Patients and Data at Risk 8

Artificial Intelligence Applications for 
Diagnostic Imaging May Misrepresent Certain 
Patient Populations

4
Imported N95-Style Masks May Fail to Protect 
Healthcare Workers from Infectious 
Respiratory Diseases

9
Remote Operation of Medical Devices 
Designed for Bedside Use Introduces 
Insidious Risks

5 Relying on Consumer-Grade Products Can Lead 
to Inappropriate Healthcare Decisions 10

Insufficient Quality Assurance of 3D-Printed 
Patient-Specific Medical Devices May Harm 
Patients

Persistent Hazards
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1 Complexity of Managing Medical Devices with 
COVID-19 Emergency Use Authorization 6

Hasty Deployment of UV Disinfection Devices 
Can Reduce Effectiveness and Increase 
Exposure Risks

2
Fatal Medication Errors Can Result When 
Drug Entry Fields Populate after Only a Few 
Letters

7
Vulnerabilities in Third-Party Software 
Components Present Cybersecurity 
Challenges

3 Rapid Adoption of Telehealth Technologies 
Can Leave Patients and Data at Risk 8

Artificial Intelligence Applications for 
Diagnostic Imaging May Misrepresent Certain 
Patient Populations

4
Imported N95-Style Masks May Fail to Protect 
Healthcare Workers from Infectious 
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Lead to Inappropriate Healthcare Decisions 10
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Patient-Specific Medical Devices May Harm 
Patients

Emerging Hazards
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1 Complexity of Managing Medical Devices with 
COVID-19 Emergency Use Authorization 6

Hasty Deployment of UV Disinfection 
Devices Can Reduce Effectiveness and 
Increase Exposure Risks

2
Fatal Medication Errors Can Result When 
Drug Entry Fields Populate after Only a Few 
Letters

7
Vulnerabilities in Third-Party Software 
Components Present Cybersecurity 
Challenges

3 Rapid Adoption of Telehealth Technologies 
Can Leave Patients and Data at Risk 8

Artificial Intelligence Applications for 
Diagnostic Imaging May Misrepresent Certain 
Patient Populations

4
Imported N95-Style Masks May Fail to 
Protect Healthcare Workers from Infectious 
Respiratory Diseases

9
Remote Operation of Medical Devices 
Designed for Bedside Use Introduces 
Insidious Risks

5 Relying on Consumer-Grade Products Can 
Lead to Inappropriate Healthcare Decisions 10

Insufficient Quality Assurance of 3D-Printed 
Patient-Specific Medical Devices May Harm 
Patients

Topics Influenced by COVID-19

©2021 ECRI    |    www.ecri.org     |    14ECRI Confidential

 

2021 Top 10 Health Technology Hazards

Complexity of 
managing medical 
devices with 
COVID-19 
Emergency Use 
Authorization

1
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1. Complexity of managing medical devices with COVID-19 
Emergency Use Authorization

THE ISSUE

COVID-19 EUAs: 
FDA temporarily 
authorized the use 
of hundreds of:

• Previously 
unapproved 
products

• New uses for 
previously 
approved products
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Be aware!                   

1. Complexity of managing medical devices with COVID-19 
Emergency Use Authorization

KNOW WHAT YOU
HAVE

Maintain an inventory:

- All EUA devices

- And all documentation

Be prepared!

KNOW ITS EUA 
STATUS

Check relevant FDA 
websites daily

KNOW WHAT TO 
DO

Plan for when EUAs are 
revised/revoked/terminated

- Will vendor pursue formal 
clearance?

- Can device be returned?

EUA STATUS IS 
TEMPORARY

Can be revoked at any time

Legal protections supporting 
device use are terminated

SAFETY & 
EFFECTIVENESS?

Lower standard: may be 
effective. . .

Benefits outweigh risks

Watch for problems

Assign supervision of EUA device 
management to an appropriate 
facility committee

EUA device inventories 
must be managed

15
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When the health emergency ends or 
FDA revokes an EUA—which can happen 
at any time—EUA devices revert to 
unapproved status.

TAKE-HOME POINT  

©2021 ECRI    |    www.ecri.org     |    18ECRI Confidential

 

2021 Top 10 Health Technology Hazards

Fatal medication 
errors can result 
when drug entry 
fields populate after 
only a few letters

2
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2. Fatal medication errors can result when drug entry fields 
populate after only a few letters

THE ISSUE 

Drug selection errors when using 
medication ordering, storage, 
and delivery systems

• Clinician enters a few letters 
of a drug name

• System presents similar-looking 
drug names

• Clinician selects the wrong 
drug from the list

Technologies: EHRs, ambulatory 
prescribing systems, automated 
dispensing cabinets, inpatient and 
community pharmacy systems, 
infusion pumps
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2. Fatal medication errors can result when drug entry fields 
populate after only a few letters

Drug selection mix-ups reported by ISMP include:

Ambien (zolpidem)  ambrisentan

dexmedetomidine  dexamethasone

levofloxacin  levetiracetam

metformin  metronidazole

metolazone  methotrexate

OxyContin (10 mg oral)  oxytocin (10 units IV)

Romazicon (flumazenil)  rocuronium

tramadol  trazodone

verapamil  Versed

Fatal incident:
Patient received 
vecuronium instead 
of Versed (IMSP)

19
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2. Fatal medication errors can result when drug entry fields 
populate after only a few letters

KEY RECOMMENDATIONS

1. ISMP: Require entry of at least the first 5 letters of a drug before populating search fields

• A Fall 2020 ECRI analysis of FDA’s Orange Book found:

◦ 92% of listed drugs have the same first three letters as at least one other drug

◦ Only 58% match when looking at the first five letters

2. Work with vendors or internal IT developers to implement this configuration

3. Other strategies: Differentiate names using tall man letters (e.g., traMADol, traZODone), 
color, highlighting

4. For infusion pumps: Implement autoprogramming through the EMR

©2021 ECRI    |    www.ecri.org     |    22ECRI Confidential

ISMP has reported on several incidents in 
which selection errors associated with the 
display of similar-looking drug names 
have led to severe harm or death.

TAKE-HOME POINT  
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2021 Top 10 Health Technology Hazards

Rapid adoption of 
telehealth 
technologies can 
leave patients and 
data at risk

3
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THE ISSUE

The influence of COVID-19:

— Telehealth programs implemented 
in days or weeks

— Telehealth is here to stay, but . . .

3. Rapid adoption of telehealth technologies can leave 
patients and data at risk

23
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Upsides

— Provide care during stay-at-home orders

— Conserve PPE

— Protect staff

Downsides

— Potential for suboptimal treatment or medical 
errors

— Hindered access to care for some

— Data insecurity

Action needed: Mitigate the risks

3. Rapid adoption of telehealth technologies can leave 
patients and data at risk

Risks 
associated 
with rapid 

deployment

1. Adoption of 
unsuitable 

technologies

2. Reliance on 
temporary 
regulatory 
changes

3. Poor 
integration 

with workflows 
& systems

4. Insufficient 
user training

5. Patient 
selection, care 
coordination, & 

inequitable 
access

6. 
Cybersecurity 

risks
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3. Rapid adoption of telehealth technologies can leave 
patients and data at risk

KEY RECOMMENDATIONS

1. Technology assessment: Complete any steps that might have been skipped

2. Reimbursement & regulations: Have a plan for when temporary measures are ended

3. Clinical workflow & integration: Identify aspects that may be leading to suboptimal care

4. User training: Verify that staff using the telehealth systems are appropriately trained

5. Patient selection/support: Establish a clear patient-selection methodology, and offer alternatives

• Not all patients are good candidates for telehealth

• Some will be uncomfortable with, or lack facility with, technology; some won’t have access

6. Cybersecurity & patient data: Conduct a security risk assessment

25
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While the sudden change in practices was 
essential to meet the need, deploying 
telehealth solutions so quickly can create 
its own problems and challenges.

TAKE-HOME POINT  
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2021 Top 10 Health Technology Hazards

Imported N95-style 
masks may fail to 
protect healthcare 
workers from 
infectious 
respiratory diseases

4
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THE ISSUE 

N95 filtering facepiece respirators (FFRs)

• NIOSH-certified N95s block 95% of 
airborne particles

• N95 shortages prompted search for 
alternatives

Imported N95-style FFRs

• KN95s imported from China are one 
alternative

• Marketed as offering N95-level respiratory 
protection

4. Imported N95-style masks may fail to protect healthcare 
workers from infectious respiratory diseases

= or ≠
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4. Imported N95-style masks may fail to protect healthcare 
workers from infectious respiratory diseases

ECRI Testing 

62% of the imported 
models we tested 
failed to reach ≥95% 
filtration efficiency

Risk: Such models increase the risk of exposure to COVID-19 
aerosols or other infectious respiratory diseases

29
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4. Imported N95-style masks may fail to protect healthcare 
workers from infectious respiratory diseases

KEY RECOMMENDATIONS

1. Do your homework when assessing non-U.S. FFR manufacturers

2. If KN95s (or similar) are being considered for use when treating COVID-19 patients:

• Verify that the products have been properly tested and evaluated 

◦ Filtration efficiency—Must be at least 95% (while allowing the wearer to inhale/exhale freely)

◦ Proper fit—Must seal tightly against the wearer's face; ear loop retention straps may be insufficient

• Do not rely on manufacturer claims alone for evidence of conformance with filtration tests 

3. Consider such models only as a last resort when treating COVID-19 patients

• Consider them for non-surgical, no-splash procedures in which other masks are currently used

• They may still provide better respiratory protection than surgical or procedure masks
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ECRI testing at the end of 2020 found 
that 60% of the imported non-NIOSH-
certified respirators tested failed to filter 
airborne particles as well as claimed.

TAKE-HOME POINT  
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2021 Top 10 Health Technology Hazards

Relying on 
consumer-grade 
products can lead to 
inappropriate 
healthcare decisions

5
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THE ISSUE

Use of consumer-grade healthcare 
products is increasing—at home 
& in healthcare settings

. . . But most of these products 
have not been through FDA's 
medical device approval process

5. Relying on consumer-grade products can lead to 
inappropriate healthcare decisions
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Factors Driving Interest

Provide some level of care when a 
medical device is unavailable

COVID-19: Device/PPE shortages

Trend: Care moving away from 
acute care settings

Areas of Concern

Most are not medical devices: 
– May not be as accurate or reliable

– Not intended for diagnosing medical 
conditions

Inaccurate / misinterpreted results:
Could lead to improper care decisions

Recommendations

For acute care settings: Use only if—
– No medical-grade device is available

– Users have been trained on the device
– Users are alert to performance differences

For all settings: 
– Assess the device & the seller
– Assess the abilities of the user

5. Relying on consumer-grade products can lead to 
inappropriate healthcare decisions
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The measurements or other results from 
these products may not be sufficiently 
accurate, or may be misleading.

TAKE-HOME POINT  
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2021 Top 10 Health Technology Hazards

Hasty deployment 
of UV disinfection 
devices can reduce 
effectiveness and 
increase exposure 
risks

6
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6. Hasty deployment of UV disinfection devices can reduce 
effectiveness and increase exposure risks

THE ISSUE 

UV disinfection systems being deployed:

— In new locations 

— For new applications

— By inexperienced users

— By inexperienced vendors

Device types: Room disinfection 
devices (pictured), handheld 
wands, countertop boxes, air-
disinfection systems (HVAC)

37
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6. Hasty deployment of UV disinfection devices can reduce 
effectiveness and increase exposure risks

UV disinfection can be an effective supplement
to normal cleaning & disinfection

Required

Adequate dose

- The right UV wavelength

- Sufficient exposure time

- Distance / line of sight

Surface cleaned of soil

At the right dose, UV light 
can inactivate a wide range 

of pathogens

Concerns

Inexperienced vendors — Know 
the environment of use?

Inexperienced users, variability 
among users

Product performance

- Not regulated as a medical 
device

- Lack of performance standards

- Not on the IPM schedule?

Risks

Improper implementation or 
incorrect operation can result in:

- Operator or bystander 
exposure to unsafe levels of 
UV light

- Ineffective disinfection—Risk 
of exposure to infectious 
pathogens remains
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6. Hasty deployment of UV disinfection devices can reduce 
effectiveness and increase exposure risks

KEY RECOMMENDATIONS

1. Avoid hasty decisions to use these devices; be proactive, deliberate, and do your homework

2. Assign oversight of the UV disinfection program to a program manager

3. Thoroughly vet potential vendors
• Ask how device safety and effectiveness are verified

• Be alert for exaggerated or unsubstantiated claims

4. Learn the basics of UV disinfection—and train all users
• Know a device’s capabilities and limitations

• Understand the conditions required to achieve disinfection
◦ Proper dose of UV light must reach the microorganism

◦ Surfaces to be disinfected should be in a direct line of sight, and cleaned of soil

39
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If not used properly, UV disinfection 
devices may not deliver a high enough 
dose to inactivate microorganisms, failing 
to eliminate pathogen exposure risks.

TAKE-HOME POINT  
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2021 Top 10 Health Technology Hazards

Vulnerabilities in 
third-party software 
components present 
cybersecurity 
challenges

7

41

42



22

©2021 ECRI    |    www.ecri.org     |    43ECRI Confidential

 

THE ISSUE 

Operating systems (OSs) 
and other off-the-shelf 
software components 
incorporated into 
medical devices pose unique 
cybersecurity challenges

7. Vulnerabilities in third-party software components 
present cybersecurity challenges

Is it in our devices?

Is a fix available?

How do we apply it?
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7. Vulnerabilities in third-party software components 
present cybersecurity challenges

A software vulnerability that is 
not remedied could:

1. Compromise a 
medical device

Cause it to 
malfunction or 

become unavailable

Degrade or disrupt 
patient care

2. Trigger a system-
wide security 

incident 

Degrade or disrupt 
patient care

3. Lead to a data 
breach

Compromise 
security of PHI

RISK

43
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7. Vulnerabilities in third-party software components 
present cybersecurity challenges

Challenge. Difficulties 
identifying which medical 
devices include the 
affected software

Challenge. Delays while 
the medical device vendor:

• Audits its product lines

• Validates third-party 
patches

• Develops 
recommendations

Challenge. Obstacles to 
applying a fix in a clinical 
environment

• Devices in continuous 
patient use

• Might need hands-on 
access to each device
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KEY RECOMMENDATIONS

1. Assess the supplier's ability to manage the software on its devices

• Manufacturer Disclosure Statement for Medical Device Security (MDS2) form

• “Ingredients list” of software components: SBoM—software bill of materials

• Vulnerability disclosure procedures

2. Record medical device security information in an inventory management system

3. Investigate tools to incorporate into your security program

7. Vulnerabilities in third-party software components 
present cybersecurity challenges

45
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A software vulnerability that is not 
remedied could allow a medical device to 
be compromised, which could disrupt 
patient care or lead to a data breach.

TAKE-HOME POINT  
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2021 Top 10 Health Technology Hazards

Artificial intelligence 
applications for 
diagnostic imaging 
may misrepresent 
certain patient 
populations

8
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Success RequiresAI Making an Impact 

In diagnostic imaging:

— Image interpretation
Distinguishing COVID-19-related lesions from 
other lung pathologies

— Image reconstruction
AI helps increase the reconstruction speed

— Patient workflow
Suggest imaging parameters

Assist in patient positioning 

8. Artificial intelligence applications for diagnostic imaging 
may misrepresent certain patient populations

Quality Output

High-
quality 
data

High-
quality 
data

High-
quality 
data 
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Data Quality 
Considerations

Inherent bias toward populations that 
"look like" those used to train the AI app

Output may not be appropriate for 
populations that aren’t accurately 

represented in the data

Unreliable AI 
Functionality

Can lead to Misdiagnoses

Can prompt inappropriate care 
decisions

Challenges

For AI developers: 
Obtaining optimal datasets for 

developing and refining AI applications

For healthcare providers: 
Determining how much trust to place in 

the AI application

8. Artificial intelligence applications for diagnostic imaging 
may misrepresent certain patient populations

49
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8. Artificial intelligence applications for diagnostic imaging 
may misrepresent certain patient populations

KEY RECOMMENDATIONS

1. Be prepared for changes: the approval framework for the use of AI in healthcare is evolving

• Based on the current FDA framework (as of December 2020): 

◦ Any change to the AI algorithm needs to undergo an approval process

◦ Thus, "continuous" learning is not an option at this time

• FDA is moving toward a predetermined change control plan for AI, allowing future modifications

2. Incorporate a risk-benefit assessment of AI into your technology procurement process

• Consider the data requirements for the AI update cycle

◦ What quality control measures did the vendor use to curate the data?

◦ Is the data representative of your target population?

• Consider the frequency of the AI update cycle
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AI applications, which depend on the data 
used to train them, are inherently biased 
toward patients that “look like” those 
used to develop the algorithm.

TAKE-HOME POINT  
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2021 Top 10 Health Technology Hazards

Remote operation 
of medical devices 
designed for 
bedside use 
introduces insidious 
risks

9
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9. Remote operation of medical devices designed for bedside 
use introduces insidious risks

THE ISSUE 

Bedside medical devices 
being operated from 
outside the patient room

 Source: Johns Hopkins University. JHU Robotic System 
Remotely Controls Ventilators In COVID-19 Patient Rooms (News 
Release). 2020 Aug 12.

 Source: ISMP. Infusion Therapy—Conserving Supplies in the 
Age of COVID-19 (ECRI/ISMP Webcast). 2020 May 20.
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Risks

1. Reduced 
visual 

assessment

2. Delayed 
alarm 

response

3. Device 
performance 

issues

4. Tripping 
hazards

5. 
Overcrowded 

hallways

6. 
Unauthorized 

access / 
tampering 

9. Remote operation of medical devices designed for bedside 
use introduces insidious risks

Purpose

— Conserve PPE

— Minimize staff exposure

Recommendations

— Consider only as an 
emergency measure

— Assess and mitigate 
the risks

.  .  . But

So . . .
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9. Remote operation of medical devices designed for bedside 
use introduces insidious risks

KEY RECOMMENDATIONS

1. Consider the remote operation of bedside medical devices only as an emergency measure
• Assess each patient's suitability to receive care in this manner

• Specify that remote operation should not impact the frequency of direct visual patient assessment

• Transition back to using medical devices in the intended way as soon as is practical

2. For times when a device must be operated at an extended distance from the patient:
• Verify that patient isolation room conditions are not compromised

• Designate a specific area outside the patient room for the equipment

• Confirm that indicators and alarms can be seen and heard where staff will be positioned

• Confirm that power taps are available for charging

• Manage any cords or administration sets to minimize tripping hazards

• Verify that physical access and log-in capabilities to any device is controlled
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Problems for patients and staff can result 
when medical devices that were designed 
to be operated at the bedside are instead 
operated remotely.

TAKE-HOME POINT  
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2021 Top 10 Health Technology Hazards

Insufficient quality 
assurance of 3D-
printed patient-
specific medical 
devices may harm 
patients

10

57

58



30

©2021 ECRI    |    www.ecri.org     |    59ECRI Confidential

 

THE ISSUE 

For 3D-printed patient-specific 
medical devices, the provider 
plays a key role in the 
design process . . .

and in assuring the quality
of the device 

10. Insufficient quality assurance of 3D-printed patient-specific 
medical devices may harm patients

Implants 
and 

prostheses

Anatomical 
models for 

surgical 
planning

Surgical 
guides for 
orthopedic 
procedures

3D-printed 
patient-specific 
medical devices
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10. Insufficient quality assurance of 3D-printed patient-specific 
medical devices may harm patients

YES? Device accurately 
represents the patient’s 
anatomy

NO? Deficiencies can lead to:

— Procedure delays

— Surgical complications

— Patient injury or infection

Validation of the End 
Product

Clinical 
Verification 

of the 
Design

QC of the 
Manufacturing 

Process
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10. Insufficient quality assurance of 3D-printed patient-specific 
medical devices may harm patients

KEY RECOMMENDATIONS

1. Establish a written acceptance policy for 3D-printed patient-specific medical devices

• The physician using the device plays a key role in the design process

• Providers bear increased responsibility for verifying the quality of the device

2. Define measures for:

• Device design verification, including:

◦ Clinical review and acceptance of the digital 3D model

◦ Confirmation of the suitability of the materials to be used in the device

• Manufacturing quality assurance—verify that the manufacturer:

◦ Adheres to applicable quality standards (e.g., ISO 9001 or ISO 13485)

◦ Has procedures for: Materials handling and controls, device inspection, traceability to the patient
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Without appropriate measures to manage 
all of the variables in the design and 
manufacturing processes, patient care 
could be adversely affected.

TAKE-HOME POINT  
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The 2021 List at a Glance

1 Complexity of Managing Medical Devices with 
COVID-19 Emergency Use Authorization 6

Hasty Deployment of UV Disinfection Devices 
Can Reduce Effectiveness and Increase 
Exposure Risks

2 Fatal Medication Errors Can Result When Drug 
Entry Fields Populate after Only a Few Letters 7

Vulnerabilities in Third-Party Software 
Components Present Cybersecurity 
Challenges

3 Rapid Adoption of Telehealth Technologies 
Can Leave Patients and Data at Risk 8

Artificial Intelligence Applications for 
Diagnostic Imaging May Misrepresent Certain 
Patient Populations

4
Imported N95-Style Masks May Fail to Protect 
Healthcare Workers from Infectious 
Respiratory Diseases

9
Remote Operation of Medical Devices 
Designed for Bedside Use Introduces 
Insidious Risks

5 Relying on Consumer-Grade Products Can 
Lead to Inappropriate Healthcare Decisions 10

Insufficient Quality Assurance of 3D-Printed 
Patient-Specific Medical Devices May Harm 
Patients
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Behind the Scenes: Creating the List

An overview of the topic-selection process for ECRI’s annual Top 10 
Health Technology Hazards list
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Facts & Figures

— The 2021 list is the 14th edition (first published November 2007)

— Lists have covered topics in 56 broad categories
• From high tech: Gamma cameras, EHRs, hybrid ORs, AI, 3D printing

• To low tech: Casters, catheters, cleaning products, IV tubing, nuts & bolts

— Hazard types: Persistent / Emerging / Under the Radar

— Most appearances on the list
• Alarm hazards: 17 topics (13 out of 14 years)

• Radiation exposure hazards: 13 topics (10 out of 14 years)

• Reprocessing and sterilization issues: 11 topics (9 specifically relate to endoscopes) 

• Medication Errors: 11 topics (8 specifically address infusion errors)

— Up and coming—Cybersecurity: 7 topics (each of the last 7 years)
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Topic Selection: Nominations Based on . . .

INSIGHTS 
GAINED

OBSERVING HOSPITAL FUNCTIONS

ASSESSING PRACTICES

TESTING MEDICAL DEVICES

INVESTIGATING INCIDENTS

ANALYZING PROBLEM REPORTS

SPEAKING WITH STAKEHOLDERS

REVIEWING THE LITERATURE

ECRI PATIENT SAFETY ANALYSTS
Engineers, Scientists, Clinicians
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Project Phases: Refining the List

1. Nominations

2. Triage

3. Voting

4. Selection

5. Refinement

6. Writing/Review

7. Final Ranking

8. Distribution
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The End Result: Big News
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Output: Free Public Resource—Executive Brief

The LIST FOR 2021 
and an Overview 

of Each Topic
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Output: Member Content—The Full Report Includes . . .

Detailed PROBLEM
Descriptions

Step-by-Step 
RECOMMENDATIONS

Helpful BACKGROUND
to Provide Context

RESOURCES for 
Additional Guidance
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Output: Distribution through ECRI’s Alerts Workflow

ALERTS CONTENT:
• Description of the Problem
• Step-by-Step Recommendations
• Helpful Background for Context
• Additional Links & Resources

WORKFLOW TOOLS:
• Automatic Assignments to Applicable Users
• Status & Response Tracking
• Reporting & Administrator Dashboard
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For More Information

Download the Executive Brief: www.ecri.org/2021hazards
Members can download the full report by logging in to www.ecri.org
ECRI's Smart Healthcare Safety Podcast: Top 10 Health Technology Hazards to Watch
Contact ECRI: clientservices@ecri.org or call +1 (610) 825-6000, ext. 5891.
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